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June 12, 2002

MEMORANDUM TO: William D. Travers
Executive Director for Operations

FROM: Stephen D. Dingbaum/RA/
Assistant Inspector General for Audits

SUBJECT: REVIEW OF ADAMS (OIG-02-A-12)

Attached is the Office of the Inspector General’s audit report titled, Review of ADAMS.

This report reflects the results of our review to determine how effectively NRC has implemented
ADAMS and to assess what additional actions are required by NRC to make ADAMS
successful.

After implementing the system, NRC management completed a humber of system fixes and
upgrades to improve ADAMS’ functionality and overall usefulness to NRC offices. However,
management oversight of ADAMS is still hampered by weak management controls.

Specifically, ADAMS lacks: a finalized systems development methodology policy; adequate
steering group guidance; complete reporting of cost information to the Office of Management
and Budget; and sufficient security access for ADAMS contractors. As a result, weaknesses
continue in ADAMS project management, the costs associated with ADAMS will not be
accurately reported, and sensitive information in ADAMS is at risk of disclosure to unauthorized
individuals.

This report makes four recommendations to improve ADAMS management controls.

The comments your office provided in the May 24, 2002, memorandum have been incorporated
into the report, where appropriate. Appendix B contains the memorandum in its entirety.

If you have any questions, please call me at 415-5915.
Attachment: As stated
cc: Commissioner Dicus
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EXECUTIVE SUMMARY

B ACKGROUND

The Agencywide Documents Access and Management System (ADAMS) is the U.S.
Nuclear Regulatory Commission’s (NRC) electronic recordkeeping system that

maintains the official records of the agency. The system was declared operational on
April 1, 2000, despite system shortfalls with regard to functionality, ease of use,
reliability, document tracking, and reporting capabilities desired by the agency. Because
of these problems, in May 2000, the Chairman directed an assessment of the
effectiveness and efficiency of ADAMS. In response to the Chairman’s tasking
memoranda, OCIO developed an ADAMS action plan and obtained an independent
assessment of ADAMS.

PURPOSE
The objectives of this audit were to 1) determine how effectively NRC has carried out
the Chairman’s requests, and 2) assess what additional actions are required by NRC to
make ADAMS successful.

RESULTS IN BRIEF
ADAMS cost millions of dollars more than expected, took longer to become operational
than anticipated, and initially failed to produce significant improvements in document

management.

Progress Made After ADAMS Implementation

After implementing the system, NRC management completed a number of system fixes
and upgrades to improve ADAMS’ functionality and overall usefulness to NRC offices.
According to a user customer satisfaction survey, users favor the current version of
ADAMS over the previous version that received a negative review just after the system
became operational. For example, in one response, 72.7 percent of the users agreed or
strongly agreed with the statement, “The information that | get is current and up to date.”
However, ADAMS is now at a crossroads and a decision needs to be made on whether
ADAMS should migrate to a web-based system. Regardless of this decision, specific
management controls need to be improved.

Management Controls Not Fully Implemented

Management oversight of ADAMS is hampered by weak management controls.
Specifically, ADAMS lacks: a finalized systems development methodology policy;
adequate steering group guidance; complete reporting of cost information to the Office
of Management and Budget; and sufficient security access for ADAMS contractors. As
a result, weaknesses continue in ADAMS project management, ADAMS costs will not be
accurately reported, and sensitive information in ADAMS is at risk of disclosure to
unauthorized individuals.
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RECOMMENDATIONS

This report makes four recommendations to the Executive Director for Operations to
improve ADAMS management controls.

AGENCY COMMENTS

On May 24, 2002, the Executive Director for Operations (EDO) responded to our draft
report with suggested changes and provided the basis for those changes. Primarily, the
suggested changes clarify the context of the Exhibit 300B to the Office of Management
and Budget.
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|. BACKGROUND

The Agencywide Documents Access and Management System (ADAMS) is the
U.S. Nuclear Regulatory Commission’s (NRC) electronic recordkeeping system
that maintains the official records of the agency. The ADAMS project likely
represents the single largest information technology system developed by the
NRC.

During the strategic planning process in 1993, development of ADAMS was
given the highest priority by internal customers, including a review board of
senior program managers. The staff envisioned a system with the tools for
creating, storing, retrieving, and retiring documents. The system would capture
incoming documents upon receipt, distribute them to the appropriate staff and
manage electronic records. ADAMS would replace nhumerous stovepipe
document management systems. NRC management wanted a paperless
environment, and at the same time maintain consistency with the year 2000
compliance plan.*

Original plans called for ADAMS to be implemented within two years while
complying with a multitude of system requirements specific to NRC. NRC
explored both government and commercial sources of document management
products. However, no single product met all system requirements. Therefore,
system requirements were met through a combination of commercial off-the-
shelf (COTS) and custom developed software. The custom developed software
incorporated the business rules defined by the NRC that could not be provided
by COTS software at the time that NRC implemented ADAMS.

The system was not operational within the two-year deadline established by the
former Chairman. However, ADAMS became operational on April 1, 2000, in
spite of system shortfalls with regard to functionality, ease of use, reliability,
document tracking, and reporting capabilities. In May 2000, the current
Chairman directed a two-phased assessment to capture the important issues
and problems with the effectiveness and efficiency of ADAMS implementation.
First, office heads were asked to identify the problems that needed to be
addressed to make ADAMS an efficient and effective tool. Second, the Office of
the Chief Information Officer (OCIO) was tasked with clustering the office
identified problems into challenge areas and developing an Action Plan to
address each area. The Chief Information Officer (CIO) formed the ADAMS
Steering Group of NRC agency officials who classified specific problems
identified by the offices into ten challenge areas that would bring about the
desired changes to ADAMS.

The compliance plan was part of the NRC effort to be able to use the computer systems after
January 1, 2000. NRC developed an inventory of systems that included a ranking based on the criticality of the
system to Agency operations.
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Previously Identified ADAMS Security Weaknesses

In two other audit reports generated during the course of this audit, the Office of
the Inspector General (OIG) made recommendations to strengthen ADAMS
security weaknesses. The information contained in these reports was deemed
sensitive, not for public release and not for release in ADAMS; therefore,
discussion pertaining to specific weaknesses has been omitted. As part of the
fieldwork for the first report, Independent Evaluation of NRC's Information
Security Program as Required by the Government Information Security Reform
Act (OIG-01-A-14, September 10, 2001), ADAMS security controls were tested
during a vulnerability assessment. The OIG recommended that the Executive
Director for Operations ensure that required security controls are implemented
and that corrections are made, as appropriate. In the second report, Review of
the Unauthorized Release of Documents to the ADAMS Public Library
(OIG-01-A-16, September 24, 2001), the OIG made two recommendations to
improve ADAMS security.

Il. PURPOSE

The objectives of this audit were to 1) determine how effectively NRC has carried
out the Chairman’s requests, and 2) assess what additional actions are required
by NRC to make ADAMS successful.

lIl. FINDINGS

The management of major information technology (IT) projects has been a
significant challenge for agencies and ADAMS was a significant challenge for
NRC. NRC officials did not fully employ management controls to ensure the
success of ADAMS. ADAMS cost millions of dollars more than expected, took
longer to complete than anticipated, and initially failed to produce significant
improvements in document management. The staff had envisioned a system with
the tools for creating, storing, retrieving, and retiring documents. The proposed
system would be able to capture incoming documents upon receipt, distribute
them to the appropriate staff and manage electronic records. ADAMS would
replace numerous stovepipe document management systems. Even though NRC
management completed a number of system fixes and upgrades to improve
ADAMS'’ functionality and overall usefulness to NRC offices, more needs to be
done.

A. PROGRESS MADE AFTER ADAMS IMPLEMENTATION

In response to the Chairman’s request, OCIO gathered office input and
composed the ADAMS Assessment Action Plan which identified challenge areas
that the agency must solve to make ADAMS an effective agency tool. The
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majority of the tasks intended to solve the problems have been addressed.
However, OCIO needs to do more to be fully responsive to the Chairman’s
request and to further improve the system. Specifically, functionality problems
have not been fully addressed.

OCIO has implemented many of the tasks identified within the 10 challenge areas
of the ADAMS Assessment Action Plan. The challenge areas include 52 tasks.
Of the 52 tasks, 24 were completed within 12 months; the balance represents
ongoing efforts. Also, a 2001 information technology customer satisfaction
survey reflects increasingly favorable customer satisfaction with ADAMS. The
survey contained several questions regarding ADAMS. For example, in one
response, 72.7 percent of the users agreed or strongly agreed with the following
statement describing ADAMS reliability, “The information that | get is current and
up to date.” OCIO has also recorded in its tracking system increases in the level
of usage and a decrease in the number of complaints pertaining to ADAMS.
However, while many tasks were completed within the goals of the plan, problems
such as full text searching, revising applicable directives, and cleaning up the
existing ADAMS database, have not been fully addressed.

The ADAMS Assessment Action Plan identified the goals to make ADAMS an
effective agency tool such as the introduction of three new software releases of
the ADAMS product. OCIO planned to accomplish this goal in the following three
phases:

# Phase 1: Migration Assessment -- Perform a detailed assessment for
migrating to the next two planned releases of the vendor’s software,
versions 4.0 and 5.0. This was accomplished by November 2000.

# Phase 2: ADAMS 4.0 -- Replace existing COTS items with newer COTS
products with little or no change to the custom developed software. This
action was delayed from FY 2001 to September 2002, but is still planned
to take place.

# Phase 3: ADAMS 5.0 -- Building on ADAMS 4.0, replace as much custom
developed software with inherent COTS functionality as possible,
streamline support, and improve public access. No projection date has
been set for a decision on whether to migrate to ADAMS 5.0.

During phase 2, migration to the ADAMS 4.0 software version should address
functionality problems, such as full text search capability. In addition, the ADAMS
4.0 software version will replace existing software which is no longer supported by
the vendor. This replacement should improve performance and stability.
However, the degree of improvement will not be known until after the ADAMS 4.0
software version is actually in use. NRC needs to ensure that there are no
problems with the new software or its integration into NRC'’s computer
environment. NRC is scheduled to proceed with the ADAMS 4.0 software version
by September 2002 after testing by OCIO is completed.
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In addition, NRC needs to plan for phase 3, the migration to the ADAMS 5.0
software version which employs a user friendly, web-based interface that reduces
reliance on custom developed software. An OCIO contractor recommended
migrating to the ADAMS 5.0 software version to satisfy user expectations without
implementing the ADAMS 4.0 software version. Funding has been established
for ADAMS 5.0 in OCIQ’s planned budget in FY 2003 and FY 2004. A directional
study is scheduled to begin in October 2002 to define the scope of ADAMS 5.0
and develop a detailed project plan. The ADAMS 5.0 software version will cost
the agency a total of $720,000 in FYs 2003 and 2004. The decision to upgrade to
ADAMS 5.0 is dependent on whether OCIO can deploy the web-based software
for the staff to use for search and retrieval and the results of an ADAMS 5.0
directional study. NRC is well aware that a decision needs to be made and
intends to take action after the ADAMS 4.0 software version is installed and user-
tested. Therefore, OIG makes no recommendation.

Summary

The ADAMS Assessment Action Plan identified goals to make ADAMS an
effective agency tool. Thus, completion of all of the tasks identified in the ADAMS
Assessment Action Plan is needed to sufficiently enhance ADAMS. User
expectations have not been fully met because tasks remain such as implementing
full text search capability, revising and updating applicable directives, and
cleaning up the existing ADAMS database. OCIO is aware of its user credibility
problems and plans to complete the remaining tasks in the ADAMS Assessment
Action Plan. OCIO needs to plan for future development, especially migrating
from ADAMS 4.0 to 5.0.

B. MANAGEMENT CONTROLS NOT FULLY IMPLEMENTED

Management oversight of ADAMS is hampered by weak management controls.
Specifically, ADAMS lacks: a finalized systems development methodology policy;
adequate steering group guidance; complete reporting of cost information to the
Office of Management and Budget (OMB); and sufficient security access for
ADAMS contractors. As a result, weaknesses continue in ADAMS project
management, ADAMS costs will not be accurate, and sensitive information in
ADAMS is at risk of disclosure to unauthorized individuals.

Background

Management controls are the organizational policies and procedures used to
reasonably ensure that (i) programs achieve their intended results; (ii) resources
are used consistent with agency mission; (iii) programs and resources are
protected from waste, fraud, and mismanagement; (iv) laws and regulations are
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followed; and (v) reliable and timely information is obtained, maintained, reported
and used for decision making.?

OMB Circular No. A-130 specifies guidance pertaining to information systems
management oversight. Agencies shall establish information system
management oversight mechanisms that ensure that each information system
meets agency mission requirements. Also, agencies shall provide for periodic
review of the information system to determine how mission requirements might
have changed; whether the system continues to fulfill ongoing and anticipated
mission requirements; and what level of maintenance is needed to ensure the
system meets mission requirements cost effectively. Further, the guidance states
that agencies must ensure that the official who administers a program supported
by an information system is responsible and accountable for the management of
that information system throughout its life-cycle. Agencies must also ensure that
a major information system proceeds in a timely fashion towards agreed-upon
milestones in an information system life-cycle, meets user requirements, and
delivers intended benefits to the agency and affected public. This requires
coordinated decision making about the information, human, financial, and other
supporting resources that comprise the total system.

The following sections of this report describe the shortcomings of some key
management controls over the ADAMS project.

Inconsistently Applied Systems Development Methodology

At the time of OIG’s 1999 audit of the ADAMS project, OCIO was not consistently
applying the Systems Development and Life-Cycle Management Methodology
(methodology). The absence of a consistently applied methodology increases the
chances that a project will not meet agency mission requirements. ADAMS cost
more than expected, took longer to complete than anticipated, and did not meet
functional requirements. OIG questions whether the methodology is currently
being consistently followed because it has not been published in NRC'’s
Management Directives.

The methodology starts with the definition of initial project requirements and
continues through the decommissioning of systems. Adherence to the
methodology’s procedures and standards will likely yield improved product quality,
higher productivity, and portability of the personnel. Presumably, product quality
improves because everybody is using the best approach at that time and
productivity improves because there is no wasted time. Further, personnel should
become portable from one project to another because all projects within NRC
follow the same standards. Such structure and discipline were not present at the
time of OIG’s 1999 review of the ADAMS project because OCIO did not provide

%0OMB Circular No. A-130, Transmittal No. 3, Appendix I, "Security of Federal Automated Information Resources,"

revised February 8, 1996, and OMB Circular A-123, “Management Accountability and Control,” revised June 21, 1995, provides the
guidance for assessing and reporting on controls.
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an ADAMS Project Action Plan, a comparison of actual cost to budget, or a
detailed testing program.

At the time of this audit, NRC staff did not have ready access to the methodology
because it had not been placed in NRC’s Management Directives system. In
January 1997, OCIO issued guidance on the methodology and put it in place
shortly after the beginning of the ADAMS project; however, OCIO had not been
following the methodology at the time of the 1999 OIG review of ADAMS.
Presently, OCIO asserts that processes and procedures are in place to ensure
use of the methodology in IT projects.

The guidance on the methodology was issued to selected office directors.
Several organizational changes have occurred since then; therefore, present
NRC managers may not possess a copy of or even be aware of the guidance.
Management Directives accessible to NRC staff have not been updated to include
the methodology. The guidance for tailoring NRC’s methodology is important to
system sponsors and project managers so they can fully understand their roles.
In essence, emphasis on the methodology is needed to ensure that resources are
not wasted on software development that does not meet user requirements.
Following the methodology also increases the likelihood that new versions of
ADAMS can be seamlessly integrated into the organization.

RECOMMENDATION

OIG recommends that the Executive Director for Operations:

1. Finalize and issue Management Directive 2.5 (Draft), “Application Systems
Life-Cycle Management” and Handbook 2.5 (Draft) “System Development
and Life-Cycle Management Methodology.”

Inadequate Guidance on Making Agencywide Decisions

The ADAMS Steering Group operates without a clearly defined mission, objective,
scope or ending term because these intentions were not established when the
Steering Group was formed. In addition, the Steering Group was formed after
ADAMS became operational. Separation of key responsibilities and better
communication will provide more discipline to the group. Thus, the role and
responsibilities of this group should be clear to all parties so there is a common
set of expectations.

During the ADAMS project, communication between the user offices and the
technical office developing the system was not adequate to effectively oversee
changes and make vital decisions concerning the system. OCIO established
ADAMS Partners to represent the offices at partners meetings and focus groups
as needed. The goal of the ADAMS Partners concept was to facilitate the
planning and implementation of ADAMS. However, information learned from the
ADAMS Partners did not flow up the chain of command and back to OCIO in a
manner that kept all parties abreast of key developments.
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After ADAMS deployment, the CIO formed an ADAMS Steering Group of senior
agency executives to assist in the process of assessing ADAMS issues.
According to a key OCIO official, the Steering Group is an effective vehicle for
making agencywide decisions concerning ADAMS. This individual also stated
that such a communication vehicle would have been helpful throughout the
ADAMS project. The role of the Steering Group, as described by the CIO in the
ADAMS Assessment Action Plan, was to:

. Develop a consensus on the current and future direction of the ADAMS
program;

. Prioritize issues;

. Discuss tradeoffs and alternative deployment approaches;

. Provide advice on the refinement of the ADAMS Assessment Action Plan;
and

. Participate in the presentation of the ADAMS Assessment Action Plan to

the Executive Council and the Chairman.

Members of the Steering Group provided examples of the lack of clear
communication such as:

. When OIG asked members their opinion of the purpose of the Steering
Group, there was no clear consensus to the answer, as most members did
not remember seeing the purposes listed in the ADAMS Assessment
Action Plan.

. Minutes of meetings were not routinely sent to members although the
majority of the members would prefer to receive them. The members
thought minutes would be especially helpful to determine what was
discussed at meetings they were unable to attend.

. A member expressed the opinion that the level of issues brought to the
Steering Group is not as important as they were during the implementation
of ADAMS.

With a clearly delineated charter, alternate members would understand their roles
and responsibilities during attendance at the monthly scheduled meeting. A
charter would ensure that the valuable expertise of its members is effectively
applied to the Steering Group’s purpose.

Because of the inadequate guidance, separation of duties is a concern regarding
the leadership for the Steering Group. Issues that should be reviewed and
resolved by the Steering Group may not rise to that level. The Information,
Records, and Document Management Division (IRDMD) Director is the overall
ADAMS project manager, chairs the ADAMS Steering Group, leads 9 of the 10
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challenge areas of the ADAMS Assessment Action Plan, and sets the Steering
Group meeting agenda. Separation of duties is the specific management control
standard applicable to this situation that has not been employed. Key duties and
responsibilities in authorizing, processing, recording, and reviewing official agency
transactions should be separated among individuals. Managers should exercise
appropriate oversight to ensure individuals do not exceed their assigned
authorities. A management control would be to select another member of the
Steering Group as the chair, due to the IRDMD Director’s responsibility and
amount of direct involvement with ADAMS’ technical development.

A Management Directive is expected to be issued in 2002 to clarify expectations,
roles and responsibilities for steering committees®, which should encompass
issues raised in this audit report. That guidance needs to be applied to the
ADAMS Steering Group.

OCIO informed the OIG at an exit conference on March 7, 2002, that the ADAMS
Steering Group was phased out on March 4, 2002. Future ADAMS items will be
addressed by an interoffice group focused on information technology and
information management planning and management issues. Although the
ADAMS Steering Group has been phased out, the functions of the Steering
Group are still required to ensure that ADAMS issues are addressed, especially
major changes such as migrating to ADAMS 5.0. Therefore, the proposed
interoffice focus group needs defined roles and responsibilities including
segregation of duties.

RECOMMENDATION

OIG recommends that the Executive Director for Operations:

2. Clearly define the role and responsibilities of the interoffice group focused
on information technology. Clarification should include: the group’s
mission; objectives, impartial leadership; and a defined membership.

Incomplete Reports to OMB

NRC did not report almost $3.7 million of costs for the ADAMS project to OMB for
FY 2001. OMB requires complete reporting of all costs, including those
associated with project development and operation. OCIO management
categorized costs attributable to ADAMS under functions other than the ADAMS
program costs because OCIO believes that OMB did not specify in the guidance
the specific costs that should be reported. In addition, OCIO has not considered
document processing costs as an ADAMS related cost.

¥ Memorandum Report OIG-01-A-01: The National Materials Program Steering Committee (12/14/2000),
contains the recommendation that the agency, “Institute a requirement in the Management Directives that agency
steering committees formally define their roles and responsibilities.” The Office of the Executive Director for
Operations agreed that such a management directive be developed.

8
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OMB Circular No. A-11 Part 3, “Planning, Budgeting and Acquisition of Capital
Assets,” provides NRC management officials with guidance for preparing NRC's
FY 2002 OMB Exhibit 300B, ADAMS, Capital Asset Plan and Justification (Exhibit
300B). The Circular clarifies the expectations for the agency’s Exhibit 300B, that
must be submitted for major IT systems or projects. The following topics must be
included:

Part I: Summary of spending for projects stages, which is the amount of
budget authority and outlays;

Part Il Justification, which is a clear statement of how the asset will help
meet the agency mission, program management and acquisition
strategy; and,

Part Ill: Cost, schedule, and performance goals.

In addition, OMB Circular No. A-11, Section 53, Information Technology contains
a section designated “What special terms must | know.” The definition of
information technology under the terms, states, “information technology includes
computers, ancillary equipment, firmware and similar procedures, services
(including support services) and related resources.”

Inaccurate reporting of costs skews the NRC’s Exhibit 300B submission in several
ways:

. The cost is underreported to OMB;
. The baseline is not correct; and
. The total amount of the project cannot be calculated accurately.

NRC underreported the costs for ADAMS by almost $3.7 million for FY 2001.
NRC staff reported $3.2 million to OMB as the summary of spending for ADAMS
maintenance and operational phases. In response to a question on ADAMS
costs from the Chairman, the staff provided a table with FY 2001 costs of $7
million, which includes production, ADAMS action items, and document
processing improvements. The latter two costs should have been included in the
Exhibit 300B submission.

OCIO staff stated that the information provided to OMB in the Exhibit 300B and
the information provided to the Chairman are consistent. Further, they believe
that they are in compliance with OMB guidelines because the cost of document
processing is not a cost of ADAMS operations.

According to the definition of IT in OMB Circular A-11, Section 53, supporting
services such as document processing costs should be included. The OMB IT
Specialist who reviews all Federal agencies 300B submissions, and the OMB
Budget Examiner for NRC, told OIG that NRC should be including full costs in the
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Exhibit 300B submission, from the planning of a system through its disposal. OIG
also met with a General Accounting Office (GAO) Associate Director for IT. In his
opinion, if GAO audited an information system at NRC, it would expect that the
full cost of the system would be included in the Exhibit 300B submission.

This underreporting of the total costs of ADAMS is expected to continue. The FY
2002 costs to be submitted for the Exhibit 300B are estimated at about $3.1
million. However, an additional $3.4 million in production, action items, and
document processing will not be included in the total ADAMS costs for FY 2002.

The underreporting of costs also affects the ADAMS baseline. The OMB current
baseline is an amount showing how much above the previous year's amount the
project cost the agency. Each year OCIO must justify and OMB must approve

the new baseline. The approved amount is used as the baseline for the current
year. When an agency reports an amount 10 percent above the current baseline,
the agency is required to provide an explanation for the cost and schedule
variance.

NRC'’s current interpretation of OMB requirements makes the agency appear to
be in compliance with the 10 percent baseline requirement. However, this
compliance is achieved by not reporting the complete costs of ADAMS.
According to OMB, adjustments to the current baseline will be accepted with
proper justification so that the information can be accurate for the future.

The underreporting of the cost of ADAMS on a yearly basis also calls into
guestion the total amount NRC has spent on ADAMS. In 1997, the OCIO
projected that ADAMS would cost $12.7 million. The ADAMS costs reported to
OMB in Exhibit 300B to date were $25.6 million. The $25.6 million was
underreported by $5.6 million because the reported costs did not include
associated routine document processing costs, ADAMS Assessment Action Plan
items associated with document processing, the historical document retrofit
project, disaster recovery costs, or related full-time-equivalent resources.

At the exit conference, OCIO disagreed with OIG’s position that NRC needs to
report more than project costs. The staff believes that the ADAMS costs
contained in Exhibit 300B submissions have been consistent with both written and
verbal OMB guidance, and with the project as described in the business case.
The OCIO staff intends to continue its interactions with OMB to ensure
compliance with OMB guidance for reporting full costs. After the exit conference,
OIG re-verified with OMB officials that the full cost of systems needs to be
reported.

RECOMMENDATION

OIG recommends that the Executive Director for Operations:

3. Accurately and fully disclose ADAMS current and future costs in the
Capital Asset Plan and Justification (Exhibit 300B) to the Office of

10
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Management and Budget, which includes adjusting the baseline to the
correct amount.

Insufficient Security Access Granted to ADAMS Contractors

Essential ADAMS contractors with system administrator rights have not received
security clearances appropriate for their position. Management selected a low
level of security clearance for contractors with system administrator rights who
handle sensitive documents. Individuals who view and maneuver sensitive
information without the appropriate security clearance pose risk to the NRC.

Certain ADAMS contractors, handling document processing, possess the IT Level
Il security clearance. Management Directive 12.3, Personnel Security Program,
Handbook Part I, states that the levels of security that contractors should possess
are based upon their capability to access computer systems. Specifically, the
policy states:

IT Level | involves responsibility for the planning, direction, and
implementation of a computer security program; major
responsibility for the direction, planning, and design of a computer
system, including the hardware and software; or the capability to
access a computer system during its operation or maintenance in
such a way that could cause grave damage; or the capability to
realize significant personal gain from computer access.

In contrast, the “lower” Level Il of access to NRC computer systems is described
in the Management Directive simply as, “All other IT positions.” The duties
performed by the ADAMS contractor staff fit the IT Level | description because
their duties involve management responsibilities with the capability to do harm, or
have significant access to ADAMS and the sensitive documents contained
therein.

OCIO staff provided OIG a list of names of the contractor staff working on
contracts for ADAMS Centralized Document Processing and Document Retrofit
Management. There were approximately 40 ADAMS contractor staff who process
documents into ADAMS under these contracts, with at least four having system
administrator rights. In addition, the contractors perform the database clean up.
The statement of work for the ADAMS Centralized Document Processing contract
identified the Personnel Security Requirement as follows: “All contractor
personnel working under this task order require an ADP Security [IT] Level Il
Clearance.” Also, the statement of work for the Document Retrofit Management
services contract did not include the personnel security requirement. OIG notes
that the documents handled by ADAMS contractors under these task orders may
contain sensitive information. OCIO staff later confirmed that certain ADAMS
contractors, handling document processing, have IT Level Il security. OIG
believes the IT Level Il security is insufficient for the contractors with system
administrator rights to ADAMS.
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RECOMMENDATION

OIG recommends that the Executive Director for Operations:

4, Require ADAMS contractors with system administrator rights to have
Information Technology Level | Security Access.

V. CONSOLIDATED LIST OF RECOMMENDATIONS

OIG recommends that the Executive Director for Operations:

1. Finalize and issue Management Directive 2.5 (Draft), “Application Systems
Life-Cycle Management” and Handbook 2.5 (Draft) “System Development
and Life-Cycle Management Methodology.”

2. Clearly define the role and responsibilities of the interoffice group focused
on information technology. Clarification should include: the group’s
mission; objectives, impartial leadership; and a defined membership.

3. Accurately and fully disclose ADAMS current and future costs in the
Capital Asset Plan and Justification (Exhibit 300B) to the Office of
Management and Budget, which includes adjusting the baseline to the
correct amount.

4, Require ADAMS contractors with system administrator rights to have
Information Technology Level | Security Access.

V. OIG RESPONSE TO AGENCY COMMENTS

On May 24, 2002, the Executive Director for Operations (EDO) responded to our
draft report with suggested changes and provided the basis for those changes.
Primarily, the suggested changes clarify the context of the Exhibit 300B to the
Office of Management and Budget. We have incorporated the editorial
suggestions to this report, where appropriate. Complete EDO comments can be
found in Appendix B.
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APPENDIX A
Review of ADAMS

SCOPE AND METHODOLOGY

The objectives of this audit were to 1) determine how effectively NRC has carried
out the Chairman’s requests and 2) assess what additional actions are required
by NRC to make ADAMS successful. To accomplish the audit objectives, OIG
assessed the agency’'s ADAMS efforts to date. OIG analyzed the ADAMS
Assessment Action Plan, Management Directives, Systems Development and
Life-Cycle Management Methodology, and other documents needed for ADAMS.
In addition, OIG analyzed recommendations from previous audits and evaluations
for inclusion. OIG interviewed staff and managers in NRC offices and one region
based on their involvement in ADAMS, and interviewed OMB management to
assess budget reporting requirements.

This work was conducted from April 2001 through January 2002, in accordance
with generally accepted Government auditing standards and included a review of
management controls related to the objective of the audit. The work was
conducted by Ren Kelley, Team Leader; Beth Serepca, Audit Manager; and Vicki
Foster, Management Analyst.
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Appendix B
Review of ADAMS

AGENCY COMMENTS

WNITEDr STATES
MUCLEAR REGULATORY COMMISSION
WASHINOTOK, .G, 2658E-(001

May =4, ZL0E

' an—

v g
oy ¥

MEMORAMDURM TO:  Stephen . Dinghaum
Assistant Inspectar General for Audits
Office of the Inspactor Genaral

FROM: Willizm 0. Travers \MWM
Exacutive Director for Qperstlons
SUEJECT: FINAL DRATT QIG REPCRT OM THE REVIEW QF ADAKS

This memorancum respands to your &aril 10, 2002, memorendum iransmitting the final draf:
autit reccrt or the review of ADAME. We have roviowed the draft repert and note thet changes
were ineorporaled by response Lo staff commants provicdad disng and afier mestings with wau
and your steff. This mamcrandur provices suagaestons o addilio--ul ckanges 'o ihe ravised
repas and the rationals 1o e suggoslionms.

1. BJGGESTED CHAMGES TO ASFORT:

O page . the Telowing shoold ba added &z the first sectence under the heading,
Progress Made after Adams kmplementation.

In rasponsas to Chairmar’s tasking memicranca of Moy 22, 2000, and August 22, 2900,

(471 an ARAMES actian plan was develeped which serves as a living documant to cuide
ADARMSE corrective actions, end {2} an independo: asseasment of ARAMS dotemined thal
the agency was cn a7 approeprate palh o establish an elactronic decument managemant
system to mast 1ne agency's long-terry Neens,

BaZIE FOR SUGGESTED CHAMGE;

T ackrowladga that the aganay toak agpropsnte acticns In reeponss ta the Chalrmar's
@Sk Memaan.

£ BUGHESTED CEAMGES TO BEFORT:

lw iy} page 12, lzist Earag relr.‘.-h, madify the last gentence to rerd as folows: "Tha role of the
Sieering Grous, as described in the June 21, 2C00, Natwark Annauncarmekt f:om the SO,
and subzaguently ir. tha ACAMS Assesamont Action plan. was 1o .

BAS|E =0 SLGGESTED GHALGE:

I'a tezkhgenledge that e SH urovidaed wiitten geidance o the Steorning Group.
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Stephen D. Cingbaum -2-

3. BUGGESTED CHANGES TO RERCRT:

Revised the [ast paragragh cn paga 17 to read a5 follows;

A MG Dy sbroatFadFraition: for FEEBSE—The staff
epﬂr‘tad £3.2 millon to OMB as the sumimary of sperding for ADAME maintenance andg
oparatlena. phases, inoresponsa to g gquestion on ADARMSE costs from the Chafrman
[June 15, 2001, memeorancum from QUFDY, the siatf provided a tzkle with FY 200t coste of
S7.0 M. The responss noted that in adoitlen to the AQDAMS cosls, the dosunent procesaing
casts were shows as supalemental informzticn and that the funding identied Tor dha
ADAME Actlon Slanewes for 'mprevemsnte to the document processing function, The items
itt the tabiz wers 1abcled as ADAMSE, AGAMS Actlan Plan, and Documant Procassing,
Fespective cosis were $3.3 M, 31.2 ."-.-'!I and £2.8 M. Tre 1G believes ;hat the [atter fwo
LT B Shl:}l] d alse have basn ifsidsd in the Exhibit 300 Repart to GME, —Hﬂ-l}cfﬁcrer}

which-includes production: ADAMS 2ction items, and document prccessing improvernente:
Tra =teff hrlisves thal ihe ‘nformatior orovided 1o O in the Fxhinit 300 Aepart and the
infarmation providsd o tho Shairman ara consistant. sesttetahetete-steere-sosts

b T T E= e et e i g o R e T E L = 3 = e i et D ]

trecerse e o st of et prac&mng—m—nﬁt—e—t:mbur—ﬁﬁﬁms—ape'amw— Mowevar,
QIG5 dimagrass, Assnrding |

EASS FOR SUGGESTED CHANGE:

Ta clasfy the context of the Exninit 300 Repert ang the Information provided to the
Chairman of which the ADAMS project cosis woere one componant. AlEa, Bes commonis
Balowr.

4, BUGSHESTEDS SHAMGES 10 SEFPCH T

i page 18, revise {he 2™ & 3 sersences in first fuill pEragrapn to redn e follows;

“In 1887, e OO0 projectad trat ASAMS would cost FH28 512.7 midion for project
development cost and S2.% million for malmensarce cost through FY 2001, Tho ADARMS
casts repered 0 the OME Exhibit 200 Aepeort to dste were £25.5 milion (5138 millian for
prorest develoomant and 517,82 rrullion for meintenance threugs B 2003.7"

Basts FOR SUGGESTED CHAMGE:

To show comparsble infosmation, In submitting the Exhikit 300 Fiapnrt MRC has consulicd
with and iollowsd GRME directions each vear reganding proseslion of e oycio costs. The
[nlhal rapoting year was FY 1897 and OME requirad projections to FY 20071, Because COME
adds years o the total nember of years in tac o ovee, the toal lile cycia cost ingrasases
each repcring yaar.
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Stephien D, Dingbaum -d-

5. SUGGESTED CHANGGES TV BEPDRT:
Or page 19, add to s2cond full paragraph as the last sentencs:

Tha staff balieves that the ADAMS costs contained in Exhibit 300 Raports have been
censistent with both writter: and verbal OME guicancs, and with the project as describad in
tha business case, As experience has Been oained, the COMB nuldance on the infermation
to e included in Exhibit 3006 Reperts has increased and beon refined over tha pasi severs
yaars. CMB, in recont ciscussions with the staff, stated that reporting of full-time 2quivelent
resalrcES will be axplicis y requted in the FY 2004 Exhibit 300 Reoarls, Te staif irtends to

centinua its Intaraztlens with GRE to hal ensure that wa eomply wits QMB guidance ior
raporting Ll eosis,

BASIZ 208 SUGGESTED CHANGE:

To acknewledge that sepcrting requiremants have changed and thal NHC's intent is to
ecntinue to cemply with the latest OMB requirements,
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